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Decision/action requested

It is proposed to approve this contribution.
2
References

None
3
Rationale

Following Editor’s Notes are deleted:

1. As NR is in possession of the input parameters for digital signature generation and further details on the impact are detailed in the clause 6.7.4, below Editor’s note on impact on the signature inputs is deleted.

Editor's Note: The impact of new signature inputs is FFS.

2. In case of a TAI is configured for multiple gNBs, then the K-SIGPrivate of all gNBs within a TA are same. In case of key leak, then the attack granularity is at TAI level. Further, the impact is same, if the attacker is able to compromise a private key in a gNB, then the attacker can use the same mechanism to compromise any number of gNBs. For protection of such sensitive keys within gNB, TS 33.501 already captured the requirements in clause 5.3.8. The solution is updated and below Editor’s note is deleted.

Editor's Note: It is FFS whether the K-SIG-Priv of all gNBs within a TA are same or different. The possible key leakage if the same K-SIG-Priv is shared by all eNBs needs to be considered.
3. After successful Registration procedure, the NAS messages are protected using the established NAS security context. After NAS SMC procedure (performed as part of the Initial Registration procedure), the UE handling of the NAS messages with integrity protection and without integrity protection are detailed in TS 24.501. As the UE handling of registration reject message from a false base station to be handled as specified in TS 24.501, therefore the below Editor’s note is deleted.
Editor's Note: It is FFS, how the UE handles location update reject message from a false base station.

4. As there is enough details on the impact in clause 6.7.4, there is no further evaluation details needed.
Editor's Note: Further evaluation details are FFS.

5. In case of network sharing, the NR performs the digital signature and corresponding public key is distributed by the AMF. There is no further assessment needed for the network sharing aspects, so below Editor’s note is deleted.
Editor's Note: Network sharing aspects to be further assessed. 
4
Detailed proposal

***************************Start of Changes******************************
6.7
Solution #7: Verification of authenticity of the cell

6.7.1
Introduction

This solution#7, address the key Issue#2 "Security Protection of system information" and the following security and privacy areas:

#1
DoS attack on UE: attempts to hinder the UEs' access to the network.

#2
DoS attack on network: attempts to hinder the network's ability to provide services to the UEs.

A cell periodically broadcasts synchronization signals and system information (SI). UE detects a cell based on the synchronization signals. If the signal quality of detected cell is above a defined threshold then UE determines whether the cell is authentic or not, to camp on it. A cell is authentic, if the authenticity verification of the system information received from the cell is successful. This solution does not verify the authenticity of the cell during initial registration procedure. 

6.7.2
Solution details

6.7.2.1
System Information verification using Digital Signatures 

This solution is not applicable for cell authenticity verification during initial Registration procedure, if the UE is not in possession of the security credentials required for verification of the digital signature.

In order to enable the UE to validate the authenticity of received system information, the NR digitally signs the broadcasted system information as shown in Figure 6.7.2.1-1. System information to be broadcasted, Private security key (K-SIGPrivate) and Time Counter are input to security algorithm to generate the digital signature. The input also contains downlink frequency and physical cell ID of the cell that is broadcasting the SI message, which ensures that any replay of the SI message in a different frequency/PCI is detected by the UE. The generated DS together with some least significant bits of Time Counter is added to the system information before transmitting over the air. K-SIGPrivate is specific to the Tracking area. If a TAI is configured for a gNB, then the K-SIGPrivate is in possession in a gNB. In case of a TAI is configured for multiple gNBs, then the K-SIGPrivate of all gNBs within a TA are same. The private key (K-SIGPrivate) is provisioned in the gNB by the MNO. The public K-SIGPublic key and its lifetime is provisioned by the core network to the UE, when performing location update procedure, as shown in Figure 6.7.2.1-2. Time Counter is maintained based on UTC time (number of UTC seconds in 10 ms units since 00:00:00 on Gregorian calendar date 1 January, 1900 (midnight between Sunday, December 31, 1899 and Monday, January 1, 1900), similar to the mechanism used in ProSe Discovery protection TS 33.303) and can be units of milliseconds or seconds or minutes. The gNB obtains a value for a UTC-based counter associated with a transmission slot based on UTC time. The UE may obtain UTC time from any sources available, e.g. the RAN (via SIB, as in LTE via SIB16), NITZ, NTP, GPS (depending on which is available). The Time Counter input to the security algorithm is the value of counter corresponding to time slot in which system information is transmitted. The usage of Time Counter ensures that received system information cannot be replayed. There can be differences in the Time Counter maintained in the UE and the AN because of different UTC source or implementation errors. To take care of these errors least significant bits of Time Counter are also transmitted along with system information.


In addition, the along with the public key, the AMF provides the UE with a MAX_OFFSET parameter. The UE stores the MAX_OFFSET parameter. The UE sets a clock which is used for authenticity verification to the value of CURRENT_TIME, obtained from the SIB (as LTE SIB16 provides the timeReferenceInfo which is time reference with 0.25 us granularity). Current Time (maintained at the UE) provides the UE with the time at the base station, and along with the Max Offset parameter, is used to ensure that the time the UE associates with the MIB/SIB transmission slot is reasonably close to the real time. Max Offset indicates how close the time associated with the discovery slot needs to be to the time provided by the base station. The MAX_OFFSET parameter is used to limit the ability of an attacker to successfully replay digitally signed MIBs and SIBs for later use. This is achieved by using MAX_OFFSET as a maximum difference between the UTC-based counter associated with the discovery slot and the CURRENT TIME held by the UE (at 0.25 us granularity).

On receiving the system information the UE verifies the digital signature. The system information with digital signature received, public security key (K-SIGPublic) and Time Counter of the time slot in which system information is received are used to check the authenticity of the SI. If authenticity verification is successful, then the system information is authentic and the UE considers the cell as authentic.

The size of the digital signature leads to increase in the signalling overhead. In order to reduce the overhead, digital signature can be generated for multiple system information together instead of generating the digital signature for each system information. System information is periodically broadcasted, in order to reduce the overhead; protection can be applied once every 'N' period instead of every period. Mechanisms to reduce the overhead are detailed in the clause 6.7.2.3 of the present document.
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Figure 6.7.2.1-1: System Information verification using Digital Signatures
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Figure 6.7.2.1-2: Provisioning of Public Keys to the UE


***************************Next Change***************************

6.7.3
Evaluation

This solution can protect the broadcast message in any RRC mode, UE can verify the authenticity of SIB messages after the public keys are being provisioned to the UE. 

UE cannot verify the SIB message during the initial registration procedure, if the UE is not in possession of the security credentials required for digital signature verification. 
The key provision procedure is leveraging the legacy NAS signalling and no extra signalling is needed. 
Given the fact that replay attack cannot being 100 % eliminated, the method given by this solution helps to mitigate the reply attack. 

***************************Next Change***************************

6.7.4.9
Network sharing aspects

No Network sharing aspects/impacts


***************************End of Changes******************************
